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Agenda:



1. Certified Master’s Level Social Engineer
2. CISSP (Certified Information Systems Security Professional)
3. CSSLP (Certified Secure Software Lifecycle Professional)
4. CCSP (Certified Cloud Security Professional) 
5. SSCP (Systems Security Certified Practitioner) 
6. CISA (Certified Information Systems Auditor) 
7. CCSK (Certificate of Cloud Security Knowledge)
8. ITIL version 3 Fundamentals 
9. QualysGuard Certified Specialist 
10.Vulnerability Management - Qualys
11.FedRAMP System Security Plan (SSP) 200-A
12.Oracle Certified Security Administrator 
13.Oracle Certified Network Administrator 
14.Oracle Certified Systems Administrator 
15.CompTIA Network+
16.CompTIA Security+ 
17. Infra CMDB Certified Developer – EMC
18.Microsoft Certified Professional (MCP)



@aprilwright



e-mail



In 2017, 66% of 
malware was 
installed via 
malicious email 
attachments



61% of data breach victims in 2017 were 
companies with less than 1000 employees

Social attacks are the vector utilized in 
43% of all breaches

28% of phishing breaches were targeted
at specific individuals



You cannot buy a product to 
protect your business against 
social and physical attacks

Awareness is your primary defense



Wi-Fi





Hak5 WiFi Pineapple







USB 
Thumbdrives



Source: Wired https://www.wired.com/2011/06/the-dropped-drive-hack/





Why is USB So 
Dangerous?



https://hakshop.com/products/usb-rubber-ducky-deluxe









https://www.blackhillsinfosec.com/pull-wireless-credentials-bash-bunny/



https://www.blackhillsinfosec.com/pull-wireless-credentials-bash-bunny/



Network
Taps





https://www.amazon.com/Throwing-Star-LAN-Tap-communications/dp/B01N3POABX



https://hakshop.com/products/lan-turtle?variant=429651787785



https://www.hak5.org/wp-content/uploads/2017/10/banner2.jpg



Hidden Cameras & 
Other Cloak and 
Dagger Devices





















Physical 
& 
Social 
Attacks









Where to Focus



Train users about phishing with an 
education plan that:
• Empowers users to alert on “phishy” emails
• Teaches users how to spot a phishy email
• Teaches users where to report phishy emails



Implement and test a phishing 
“response plan” that:
• Identifies recipients who clicked links or opened a file

• Changes credentials on compromised hosts

• Investigates post-click communications from infected hosts

• Isolates a system so that the malware cannot spread

• Identifies and removes the malware

• Considers the use of sandboxing technologies that separate 
the mail client application from the host OS



• Prepend external email subjects with [External] or [E] in the 
subject header to help users detect spoofed messages 
purporting to be coming from a someone internal

• Have a process for approving payments that includes some 
form of communication other than email

• Train the employees who are able to approve money transfers 
that they will never ever be asked over email to transfer funds 
outside of the documented approval policy

• Work with your banking institution to block and alert on large 
or anomalous transfers of funds

Phishing



• Use a VPN when connected to ANY Wi-Fi network
• Turn off VPN on your devices when you’re not using it
• Delete previously connected Wi-Fi from your “known 

networks” when you don’t need it anymore 
• When you go to a hotel, “Forget Network and 

remove the hotel’s Wi-Fi when you aren’t staying 
there - it’s easy to re-add

• Don’t use WPA/2-PSK on corporate networks

Wi-Fi



• Don’t leave workstations unlocked / unattended
• Use full disk encryption
• Disable USB access on company-owned 

computers or limit to specific, known devices
• Don’t allow anyone to touch your computers
• Never insert media you receive in snail mail
• Don’t post photos of your badge on social media

USB



• Question anyone you don’t recognize
• Validate credentials
• Verify via known pathways, not via a number they give you

• Social attacks often come from people in uniforms
• Uniforms make us assume something about someone
• Uniforms can be a suit and tie or a jumpsuit or a hard hat.
• Just because someone is carrying a ladder does not mean 

they are authorized to be there.
• Don’t trust anyone! - Delivery people, New Hires, Auditors, 

Inspectors, Technicians,  HVAC, Repair people, Cleaning 
crew, …even customers/potential customers!

Physical Attacks



Putting It All 
Together 







• Humans Must Be vigilant - Log files and change management systems 
can give you early warning of a breach.

• Make people your first line of defense - Train staff to spot the warning 
signs. Only keep data on a “need to know” basis and only grant minimal 
required access to systems 

• Patch promptly - This could guard against many attacks

• Encrypt sensitive data - Make your data next to useless if it is stolen

• Use two-factor authentication - This can limit the damage that can be 
done with lost or stolen credentials

• Don’t forget physical security - Not all data theft happens online.

Takeaways



2017 Verizon Data Breach 
Investigations Report

(DBIR)

https://verizonenterprise.com
/verizon-insights-lab/dbir/2017/



“The freedom to 
connect to the world 
anywhere at anytime 
brings with it the threat 
of unscrupulous 
predators and 
criminals who mask 
their activities with the 
anonymity the Internet 
provides to its users”

-- Mike Fitzpatrick



April C. Wright
ArchitectSecurity.org

@aprilwright


